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1. AKIEiRFA

1.1 5%

H Z ¢ 305 e- Wi, Z57 I s oS, 25 e s RO 1.

S T A E R 8 FAF A 8 EUkrdi th iR B, 1k Shox(.).

1.3 EXEE

PEARBRPR A T LU R HEAIZH
® 32 LAy Sk
<<<i 32 LLFFEIA AR i A

1.4 BYHREZEHSE

I A 128 HekE, ROk WMK=(MK,, MK, MK,, MK3), JLHMK;(i=0,1,2,3)4
e

RN A (Ko, 1Ky, ., tka1), Horki(i=0,...,3 1) 0 F o F055 8 thnas 3 428 1

FK=(FKo, FK;, FK,, FK3) ) 24 241, CK=(CKo, CK,...., CK3)) N E S, HTEHY
JE&E, HAFK(i=0,...,3). CKi(i=0,...,31) 5 F .

2. WERHEF

KPR ARG IR LK, LA N B AT N aa 5, AR — RIS 5 — 56 A8 k.
BHIAR (X, X, XL, X,) e (22 B rkeZ?, W REF B

F (X, X, Xy, X0 tk) =X, ®@T (X, ® X, ® X, ®rk)



2.1 AREHRT

T: 237 > 737 R AR, iRt A B ¢ RIZEMEAS e L 41T, B T()=L(x(.))-

2.1.1 JE& T 1

T i 4 DNIFATI S BRI
WHIAN A= (a,,a,,a,,8;) € (Z3)", Htih B =(b,,b,,b,,b,) e (Z5)*, W

(by, b,,b,,b,) =7(A) = (Sbox (a,), Sbox (a,), Sbox (a,), Shox (a,) )

2.1.2 %14 L
Rt e © S Lo AR L N, WA N B e 27, it AC ez, W
C=L(B)=B®(B<<<2)® (B <<<10)® (B <<<18)® (B <<< 24)

2.2 SE

S G EHEI R 16 BEIZR R

0 1 2 3 4 5 6 7 8 9 a b c d e f

d6 |90 |e9 |fe |cc |el |3d |[b7 |16 [b6 |14 |c2 |28 |[fb |2¢c |05

2b |67 |9a |76 |2a |be |04 |c3 |aa |44 |13 |26 |49 |86 |06 | 99

9c |42 |50 |4 |91 |ef |98 |7a |33 |54 |Ob |43 |ed |cf |ac | 62

e4 | b3 |lc a9 |c9 |08 |e8 |95 |80 |df |94 |fa |75 |8f |3f |ab

47 |07 |a7 |fc |3 |73 |17 |ba |83 |59 |3c |19 |e6 |85 |4f | a8

68 |6b |81 | b2 |71 |64 |da |8 |f8 |eb |Of |4b |70 |56 |9d |35

le |24 |0Oe |5e |63 |58 |dl |a2 |25 |22 |7c |3b |01 |21 |78 |87

d4 |00 |46 |57 |9f |d3 |27 |52 |4c |36 |02 |e7 |a0 |[c4 |c8 |9e

ea |bf |8 |[d2 |40 |[c7 |38 |b5 [a3 |7 |f2 |ce |9 |61 |15 |al

e0 |[ae |5d |a4 |9b [34 |1la |55 |ad |93 |32 |30 |15 8 | bl | e3

Id |f6 |e2 |2e |82 |66 |ca |60 |cO |29 |23 |ab |0d |53 |4e | 6f

d5 |db |37 |45 |de |fd |8 |2f |03 |[ff |[6a |72 |6d | 6¢c | 5b |51

& | 1b |af |92 |bb |dd |bc |7f |11 |d9 |5¢c |41 |1f |10 |5a |d8

Oa |cl |31 |8 |a5 |cd |7b |bd |2d |74 |dO |12 | b8 |e5 | b4 | b0

89 |69 |97 |4a |[Oc |96 |77 |Te |65 |bY |[fl |09 |c5 |6e |c6 | 84

(o (a0 |oe [V |WIN|[—|O

18 [fO |7d |ec [3a |dc |4d |20 |79 |ee |5f [3e |d7 |cb |39 |48

Bl fNcef”, WIZ S G HIMENRTE e 774 £ 5, Sbox(‘ef’)= 84’




3. I/MEEHE*

X FAEH R

R(AGLALALA) = (AL AL ALA) A eZ), =023

BEWISCHIA T (X, X, Xy, X3) € (239, #30mtih (Y,,Y,,Y,,Y,) € (Z7), ]
vk, € 22,1 =0,1,2,...,31 o WASLIE I I35 A -

X, =F(X,, X, X,

o X X Tk ) = X, @T (X, ® X, ® X,y ®rk,), 1=0,1,....31

i+1 i+2 i+3

(Y0, Y1,Y5,Y3) = R(X 35, X33, X34, X35) = (X35, X34, X33, X3) .

AL AR e b I AR M AR AR R, AN R PR A2 58 3 B R A Y o
I e B AL I A= Crko, Tk, .., Pkap)
fipt A I e B A U A (ks rkso, ., 1K)

4. ERYTREZE

AR P I A SR R G B 0 2 A R I R Y R R AR

N3 PIMK=(MKo, MK,, MK,, MK3), MKi€ Z3%, i=0,1,2,3;

AK€ Z)7, 1=0,1,...35, BEHNrk, e 22,i=0,1,.,31 , WEEHERIEN:
5, (KoK Ky, Ks)=(MK @ FKo,MK; ®FK;,MK, ® FK,,MK; ®FK3)

WG, Xi=012,.,31:

rki:Ki+4:Ki®T'(Ki+l®K' @K

i+2 i+3

®CK,)

LK
DT A5 I8 5L 56 R 50 6 T SEAAHH ], SO b I b5 e LB O LR L
L (B)=B® (B<<< 13) ® (B<<<23);
(2 RESH FK WIE, R 16 BEHIKIR A
FK,=(A3B1BAC6), FK;=(56AA3350), FK,=(677D9197), FK;=(B27022DC)
(3) [fESH CK FIBUE 7154
Becki N CKGfI B 715 (i=0,1,...,31; j=0,1,2,3), BICK; = (ckig» Cki1» Ckiz» Ckiz) € (Z5)*,

Mickij = (4i+j)x7 (mod 256). 32 M ZHUCK;, I 16 HEHIFRRA:
00070el5, 1c232a31, 383f464d, 545b6269,
70777e85, 8c939aal, a8afbbbd, c4cbd2d9,
eleTeefh, fc030all, 181f262d, 343b4249,
50575e65, 6¢737a81, 888f969d, adabb2bh9,
cOc7ceddb, dcedeafl, f8ff060d, 141b2229,
30373e45, 4cb3babl, 686f767d, 848h9299,
ala7aebb, bcc3cadl, d8dfebed, f4fb0209,
10171e25, 2c¢333a4l, 484f565d, 646b7279



5. hnEEsEH

LAR O AS%: ECB AR s SEs2 ], A CARAIE B A S0 se LK IE v . Jerp, 4
PR 16 BERIZE TR o

L —: X4l HEH N — X

AA 3: 01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10
MEZEEH: 01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10
REASSRHHRE:

rk[ 0] = f12186f9 X[ 0] = 27fad345
rk[ 1] = 41662b61 X[ 1] = al8b4ch2
rk[ 2] = 5a6abl9a X[ 2] = 1lcle22a
rkl[ 3] = 7ba92077 X[ 3] = ccl3elee
rk[ 4] = 367360f4 X[ 4] = f87c5bd5
rk[ 5] = 776a0c61 X[ 5] = 33220757
rk[ 6] = b6bb89b3 X[ 6] = 77f4c297
rk[ 7] = 24763151 X[ 7] = 7a96f2¢b
rk[ 8] = a520307c X[ 8] = 27dac07f
rk[ 9] = b7584dbd X[ 9] = 42dd0f19
rk[10] = ¢30753ed X[10] = b8abdal2
rk[11] = 7eebbbb7 X[11] = 907127fa
rk[12] = 6988608c X[12] = 8b952bh83
rk[13] = 30d895b7 X[13] = d42b7ch9
rk[14] = 44bal4af X[14] = 2ffcbhH831
rk[15] = 104495al X[15] = f69e6888
rk[16] = d120b428 X[16] = af2432c4
rk[17] = 73b55fa3 X[17] = edlec85e
rk[18] = cc874966 X[18] = 55a3ba22
rk[19] = 92244439 X[19] = 124bl8aa
rk[20] = e89e641f X[20] = 6ae7725f
rk[21] = 98callba X[21] = fd4cbalf9
rk[22] = ¢7159060 X[22] = 1dcdfal0
rk[23] = 99elfd2e X[23] = 2ff60603
rk[24] = b79bd80c X[24] = eff24fdc
rk[25] = 1d2115b0 X[25] = 6fe46b75
rk[26] = 0e228aeb X[26] = 893450ad
rk[27] = £f1780c81 X[27] = 7b938f4c
rk[28] = 428d3654 X[28] = 536e4246
rk[29] = 62293496 X[29] = 86b3e94f
rk[30] = 01cf72e5 X[30] = d206965e
rk[31] = 91242012 X[31] = 68ledf34
W 68 le df 34 d2 06 96 5e 86 b3 e9 4f 53 6e 42 46

S = R A R s s A — 4B S0 B N 1000000 K

AR X: 01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10

N4 : 01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10
3’4

h
= 2595298 ¢7c6fd 27 104 02 £8 04 c3 3d 3f 66
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